







[bookmark: _Toc17988920]Introduction
Seneca Gaming Corporation is a wholly owned, tribally chartered corporation of the Seneca Nation of Indians (the “Nation”) which operates all of the Nation’s Class III gaming operations in Western New York. 
Seneca Gaming Corporation, through its wholly owned subsidiaries, owns and operates Seneca Niagara Resort & Casino in Niagara Falls, New York, Seneca Allegany Resort & Casino in Salamanca, New York, and Seneca Buffalo Creek Casino in Buffalo, New York. 
For additional information, please visit our website at www.Senecacasinos.com.
[bookmark: _Toc17988921]RFP Objective
Seneca Gaming Corporation (hereinafter referred to as SGC) is seeking a qualified partner to deliver a recovery platform solution that includes the necessary target environment to run Tier 0/1/2 infrastructure and applications in the event current data centers are unusable from a ransomware or similar type of cyber event. Total solution should include tool sets to confirm data is clean of malware/ransomware, etc prior to writing to an immutable target or during restore process prior to placing data in the new production environment. Solutions will need to be resilient and robust to support multiple facilities data centers providing the best possible RPOs and RTOs. Selected bidders will be given the opportunity to review solutions and update/finalize equipment/licensing as needed based on additional understandings. Target solution/equipment can be on premise, on a contract schedule, cloud based, but should be able to run the full environment over current connectivity. Solution can work independent or in conjunction with existing data protection solutions at SGC. Please refer to Section III A. and B. Estimated decision to be made by the end of second quarter 2022.
[bookmark: _Toc17988922]RFP Administrative Information
[bookmark: _Toc17988923]Contact Information
Please use the following name and email address for all correspondence with SGC concerning this RFP.  Suppliers who solicit information about this RFP either directly or indirectly from other sources will be disqualified.
Coordinating Buyer:
Name  					Charles Saxe 
Email					csaxe@senecacasinos.com 
[bookmark: _Toc17988924]Schedule of Events
RFP issue date:  			February 28, 2022
Bidder questions due:  		March 7, 2022 
Answers to questions by:                      March 14, 2022
Bid Submission Deadline: 	Tuesday, March 22, 2022 by 5:00 PM Eastern Time
[bookmark: _Toc17988925]Intent to Bid
Potential Bidders must submit an email confirming their intent to bid to the Coordinating Buyer by the date and time indicated in the above schedule of events.
Submission of the intent to bid notice constitutes the Potential Bidder’s acceptance of the RFP schedule, procedures evaluation criteria and other administrative instructions of this RFP. 
[bookmark: _Toc17988926]Bidder Questions
Bidders must submit any questions to the Coordinating Buyer’s email address directly. No telephone questions will be accepted or considered.  
Questions must reference the specific RFP paragraph number and page and quote the passage being questioned. SGC will respond to questions promptly and will send answers to Bidders as a group.
[bookmark: _Toc17728971][bookmark: _Toc17988927]Submission of Proposals
Proposals must be submitted in electronic form, preferably in Microsoft Word and/or Microsoft Excel formats.  Note: SGC’s email system rejects incoming messages with attachments exceeding 20 MB.  Bidders are encourage to confirm that the Coordinating Buyer received their bid, prior to the bid submission deadline (date and time) indicated in the above schedule of events.
The Coordinating Buyer must receive proposals on or before the bid submission deadline. Proposals received after the bid submission deadline will not be considered.  
[bookmark: _Toc17728972][bookmark: _Toc17988929]Proposal Format
Bidder proposals must conform to the following proposal format:
Part-1	Company Overview
Section 1: Company Overview
Provide a brief description of the overall organization of your company including the location of corporate headquarters, primary industries and markets served, how long the company has been in business and what experience your company has serving multi property and Native American-owned casinos and casino resorts, if any.
Section 2: References
Include a minimum of three contracts for goods or services similar to those in the RFP’s Requirement Specifications that were awarded within the last three (3) years, along with contact information for each client reference. Wherever possible, include casino and casino-resort clients in these references.
Part-2 RFP Proposal
Section 1: Executive Summary
The purpose of this section is to summarize your proposal for SGC evaluators and decision makers. The summary should include, at minimum, key proposal elements, your vectors of competitive differentiation and an overview of your pricing model.
Section 2: Response to Requirements
Include complete responses to all requirements outlined in the Requirements Specification section of this RFP. Reponses are to follow the outline of the Requirements Specification herein (including companion documents, if any) and refer to each requirement being addressed. Requirements that cannot be supported in whole or in part should be identified as such.
Section 3: Bidder Supplemental Information
The purpose of this section is to afford Bidder an opportunity to present necessary information that was not requested.  Use this section to indicate, for example, alternative methodology or additional functionality that may be outside the scope of the RFP but could enhance the value of services delivered or potential issues that are relevant to the RFP and your proposal.
Section 4: Product and Service Delivery
This section summarizes for your standard fulfillment processes, including delivery scheduling, response to emergency orders, disaster recovery and equipment installation, maintenance, repair and replacement plans.
Part-3	Pricing Proposal and Quotes
Section 1: Pricing Model and Terms
This section summarizes Bidder’s pricing model and applicable terms. Additional offers, discounts, rebates, etc. should be noted separately.  Where applicable, pricing should cover the entire term of the contract indicated in the RFP, including any options to renew, where applicable.
Part-4	Bidder Representations and Certifications
A corporate officer or person who is authorized to represent Bidder must complete, sign and date the Bidder Certifications and Representations, Section VII of the RFP. 
Part-5	Appendix
Appendix-A: Evidence of Insurance
Evidence of current insurance is to be provided to the satisfaction of SGC’s Risk Management Department. Insurance requirements vary depending upon the nature of the services and the degree of risk. Standard requirements include minimum $5 million general liability coverage (per occurrence and in the aggregate) [$10 million for construction-related contracts], $1 million automobile liability coverage, combined single limit, for all vehicles brought on-site, worker’s compensation and employer liability insurance in accordance with state law. Additional types of insurance, including, without limitation, professional liability insurance and network privacy/data security/cyber liability insurance, may be required in specific circumstances. SGC and related persons and entities will be additional insured under the general liability and automobile liability policies of insurance.
SGC’s Risk Management Department has discretion to increase, decrease, or dispense with insurance in appropriate cases. They may, in addition to or instead of insurance, require signature of a Waiver, Indemnification and Hold Harmless form by any individuals who will be present on SGC property.
For additional details, see section 22 of SGC’s Standard Terms & Conditions at https://senecacasinos.com/media/zqdd2j1f/sgc-standard-terms-and-conditions-v-10-30-20.pdf
Appendix-B:  Standard Agreements
Bidders are invited to include their standard form of agreement (preferably in Word format) to form the basis of the contract should it be awarded to them. However, SGC reserves the right to utilize its own standard form of agreement.
[bookmark: _Toc17988930]Proposal Evaluation/Vendor Selection
Proposals will be evaluated to determine their completeness and compliance with the mandatory requirements and qualifications specified throughout this document.  Failure to comply with one or more of these requirements may result in the proposal being rejected as non-responsive. SGC reserves the right to waive deviations it deems non-material and/or to reject any and all Proposals in its sole discretion.
The successful Bidder(s) will be notified by email of the award of contract, conditional upon appropriate licensure through SGC’s regulatory authority, the Seneca Gaming Authority (“SGA”), providing proof of insurance to the satisfaction of SGC’s Risk Management Department, and signature of a contract and/or issue of a Purchase Order. It is only following all of these actions that the successful Bidder will be considered a Vendor of SGC. 
Successful Bidders must complete SGC’s Vendor Registration Form and W-9 (or equivalent for non-U.S. persons/entities). If required, they must also complete and submit to the SGA the requisite vendor license application. They are also responsible for payment of SGA processing or vendor license fees plus the Seneca Nation of Indians Business License fee. Fees range from $750 to $2,500 depending upon the nature of the services. These requirements must be completed and, if applicable, the requisite SGA vendor license issued, prior to signature of the contract. Vendor licenses and fees must be renewed every two years. SGA may also, in an appropriate case, require the licensure of individual employees who perform certain services that are or may be closely associated with SGC’s casino operation. As SGA retains the discretion to make this type of determination on a case-by-case basis, SGC is unable at the RFP point in the bidding process to state definitively whether such licensure will be required in any particular case.
[bookmark: _Toc17988931]General Bidder Information
This RFP does not commit SGC to award a contract, to pay any costs incurred in the preparation of the RFP, nor to procure or contract for services or supplies.
It is the policy of SGC that all Proposals are to be held unopened and confidential until after the closing date and time.  At the bid opening, Proposals will be opened by the contact Coordinating Buyer and are reviewed by a compliance representative.  
Bid Validity. Bidder’s bid submission must remain valid for a minimum of ninety (90) days from the bid closing date. 
Minority Bidders: SGC gives priority to Bidders who are Native American, minority, women-owned or small disadvantaged businesses. If your company falls into any of these categories or has contracted with such businesses for the purpose of the proposal, please note as such on your proposal.
Alternative Proposals (if applicable) are accepted based on the following conditions: SGC will consider alternative proposals from Bidders provided they have submitted a response based on the original requirements. The alternative Proposal will be submitted separate and apart from the basic Proposal. It is assumed that the materials included in the alternative Proposal meet all of the qualifications of the original Proposal.
Substitutes. Any recommended substitutions should be attached separately.  Products may require testing before acceptance.  Bidder’s pricing must include the conversion calculations if your size, pack, weight, etc. is not the same as the specified product(s). SGC solicits Bidders’ recommendation(s) for new products and/or services leading to lower costs. 
Projected Volume. Bidders are advised that the volumes or quantities indicated on the RFP are for reference purposes only and must not be taken as guaranteed or as constituting representations by SGC. Actual volume and quantities may vary depending upon the needs of the SGC departments or business units for which the goods and/services are destined and fluctuations in the business cycle.
[bookmark: _Toc17988932]SGC Standard Terms and Conditions
Any purchase order or contract flowing from this RFP (in the absence of language to the contrary in the contract) is subject to the terms and conditions hereof as well as to Seneca Gaming Corporation’s Standard Terms and Conditions which are available on the following website: https://senecacasinos.com/media/zqdd2j1f/sgc-standard-terms-and-conditions-v-10-30-20.pdf.
Reference to, or inclusion of, the Bidder’s preprinted terms and conditions with Bidder’s Proposal will not be considered as an exception to SGC Terms and Conditions.  
[bookmark: _Toc17988933]Provisions Applicable to the Contract
[bookmark: _Toc17988934]Agreement Term
SGC is seeking a 5 year agreement for the solution hardware/software maintenance, licensing and/or subscription based services.
  
[bookmark: _Toc17988935]Requirements Specification
The solution must provide a complete approach to recovery from a Cyber/Ransomware event and include all necessary components to restore all locations in the event current data centers are not available. Solution should include tool set to perform forensics confirming backup is clean and include environment for rebuilding systems and recovering the data back into a production platform. The solution can be on premise or cloud based and work independent or in conjunction with existing data protection solutions at SGC. Current SGC environment is primarily on premise with a select number of connections to cloud SAAS offerings (CRM, Antivirus, Service Desk Management).
Current environment: 99% VMware virtualized environment running Microsoft OS and Linux based appliances utilizing Commvault and Dell Data Protection Power Protect Environment[image: ]

Hardware target environment must be able to support/meet minimum specs below.
	Location
	VMs
	CPUs
	Cores
	Memory
	Raw/Useable

	SNC/SOB
	195
	18
	216
	3.5 TB
	180 TB

	SBC
	32
	6
	72
	768 GB
	8 TB

	SAC
	42
	6
	72
	768 GB
	24 TB






Additional Information of current SGC Backup sizing – deduped/compressed.
	Niagara – Size of 1 Full Backup (F.E.T.)
	55 Terabytes (60 all - 5 dev)

	Buffalo – Size of 1 Full Backup (F.E.T.)
	2.5 Terabytes

	Allegany – Size of 1 Full Backup (F.E.T.)
	5.5 Terabytes

	Size of 31 days of weekly fulls and incrementals (All Sites)
	1500 Terabytes




[bookmark: _Toc17728987][bookmark: _Toc17988936]Price/Fee Structure and Terms
                             Please submit your proposed solution(s), timetable and itemized cost(s). 
[bookmark: _Toc17988939]Price Escalation
Prices are fixed during the term of the contract.

[bookmark: _Toc17988943]Tax Exempt Status  
Seneca Gaming Corporation is a governmental instrumentality of the Seneca Nation of Indians all of whose operations (except for its golf course) are on sovereign Seneca Territory.  SGC will provide a New York State tax exemption certificate issued in the name of the Seneca Nation of Indians, as applicable. 
[bookmark: _Toc17988944]Payment Terms 
SGC standard payment terms are Net 30 days after delivery of goods and/or services and receipt of a correct invoice. Bidder is encouraged to indicate any additional early payment/ discount terms in its Proposal.  It is the policy of SGC not to provide deposits unless significant discounts or special circumstances apply.
[bookmark: _Toc17988945]Supplemental Bidder Information
[bookmark: _Toc17988947]Conformity of Proposal with SGC Requirements
Bidders represent and warrant that the goods and/or services provided in their Proposal will meet SGC’s requirements as expressed in the Scope of Work contained in this RFP and will be fit for the purpose expressed herein.
[bookmark: _Toc17988948]Vendor Requirements
[bookmark: _Toc17988949]Proposal 
Successful Bidders should expect that their response to the RFP and any accompanying supporting materials will be incorporated into any contract signed with SGC. 
[bookmark: _Toc17988951]Standard Service Agreement  
Successful Bidder may be expected to sign SGC’s standard services agreement, subject to such changes as are necessary to reflect the terms of this RFP and Successful Bidder’s bid or proposal, and such further changes as the parties, acting reasonably, may agree.
[bookmark: _Toc17988955][bookmark: OLE_LINK3][bookmark: OLE_LINK4]Data Security 
Upon request, Successful Bidder/Vendor will supply a current Statement on Standards for Attestation Engagements [SSAE] SOC 2 report issued by an independent auditor. Software supplied must not contain any code that weakens the security of SGC’s IT systems and applications, including computer viruses and all other forms of malicious code. Successful Bidder/Vendor must share with SGC in writing all security-relevant information regarding the vulnerabilities, risks and threats to its software immediately upon identification. SGC reserves the right at any time during the term of the contract, to conduct an audit of Vendor’s data security measures, either by means of its own personnel or through a service provider retained by SGC. Should the audit reveal that Vendor’s data security processes and procedures are inadequate or that Vendor is in breach of this provision, the cost of the audit shall be borne by Vendor, and SGC may, in its discretion, forthwith terminate the contract or any business relationship between SGC and Vendor.
[bookmark: _Toc17988956]Directives and Minimum Internal Control Standards 
Vendor must comply with SGC’s reasonable directives as regards IT security and other matters. In addition, as contemplated in § 542.16 of NIGC Information Technology MICS, Vendor must comply with SGC’s internal control standards, including change control procedures and SGC hereby reserves the right to monitor and audit compliance with said internal control procedures, either directly or through an appointed representative such as an external auditor.

[bookmark: _Toc17988957]Bidder Certifications and Representations
Bidder is a reputable company fully qualified and regularly engaged in providing products and/or services necessary to meet the terms, conditions and requirements of the RFP.
Bidder is aware of, is fully informed about, and is in full compliance with all applicable federal, state and local laws, rules, regulations and ordinances.
Bidder understands the requirements and specifications set forth in this RFP and affirms that no compensation has been received for participation in the preparation of the specifications for this RFP.
1. Bidder has reviewed and understood SGC’s Standard Terms & Conditions found at https://senecacasinos.com/media/zqdd2j1f/sgc-standard-terms-and-conditions-v-10-30-20.pdf
Bidder represents and warrants that all goods and services quoted in response to this RFP will meet or exceed the safety standards established and promulgated under the Federal Occupational Safety and Health Law (Public Law 91-596) and its regulations in effect or proposed as of the date of this solicitation.
All statements, information and representations prepared and submitted in response to this RFP are current, complete, true and accurate. Bidder acknowledges that SGC will rely on such statements, information and representations in selecting the Awarded Vendor. If selected by SGC as the Awarded Vendor, Bidder will notify SGC immediately of any material change in any matters with regard to which Bidder has made a statement or representation or provided information.
I, the undersigned, hereby certify that I am authorized to sign as a representative for the Bidder listed below:
Legal Name of Bidder: ___________________________________________________
DBA (if applicable): _____________________________________________________
Address: ______________________________________________________________
Telephone: ____________________		Fax:  _____________________________
E-Mail: _______________________________________________________________
Website: ______________________________________________________________
Representative’s Signature: _______________________________________________
Representative’s Printed Name: ____________________________________________
Representative’s Printed Title: _____________________________________________
Date: __________________			NAICS code # 	______________________		
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